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(54) Electric field fingerprint sensor apparatus and related methods 



(57) A fingerprint sensor includes an array of elec- 
tric field sensing elearodes, a dielectric layer on tne 
sensing electrodes with the dielectric layer tor receiving 
a finger adjacent thereto, a driver for applying an electric 
field drive signal to the sensing electrodes and adjacent 
ponlons of the finger so that the sensing electrooes pro- 
duce a fingerprint Image output signal, ihe driver pro- 
vides a coherent drive signal for me array. A respeczive 



shield electrode is assodated with each of the electric 
field sensing electrodes for shieldng each electric field 
sensing etearode from adjacent sensing electrodes. 
Each shield eiectrode is adively driven for lurth^r 
shielding. The fingerprint sensor indudes a synchro- 
nous demodulator and contrast enhancer for more 
accurate output image signals. 
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Description 

The present invention relates to the f^eW of per- 
sonal identilicaiion and vrer'rfication, and. in parricularly, 
to the field of fingerprint sensing and processing. 

Fingerprint sensing and matching is a reliable and 
widety used technique for personal identification or ver- 
ification. In particular, a common approach tc fingerprint 
identification Involves scanning a sample fingerprint or 
an image thereof and sioring the image and/or unique 
characteristics of the lingerprim image The characteris- 
tics of a sample fingerprint may be compared to infor- 
mation for reference fingerprints already in storage to 
determine proper idenUfication of a person, for verifica- 
tion purposes. 

Atypical electronic fingerprim sensor is based upon 
illuminating the finger surface using visible Kght. infrared 
light or uHrasonic radiation. The reflected energy is 
captured with some form of camera, for example, and 
the resulting image is framed, digi&ed and stored as a 
static digital image. The specification of U.S. Patent No. 
4,210.899 discloses an optical scanning fingerprint 
reader coop^ating with a central processing station for 
a secure access appfffiation. such as adrr&tting a person 
to a location or providing access to a computer terminal. 
The spedficanon of U S. Patent No. 4.S25.859 dis- 
closes a video camera for capturing a fingerprint image 
and uses ftie minutiae of the fingerprints, that is. the 
branches and endings of the fingerprint ridges, to deter- 
mine a match vjxth a database of reference fingerprints. 

Unfortunatdy. optkral sensing may be affected by 
stained fingers or an optical sensor may be deceived by 
presentation of a photograph or printed image of a fin- 
gerprint rafrier than a true Trve fingerprint Accordingly, 
an optical fingerprint sensor may be unreliable in serv- 
ice in addition to being bulky and relatively expensive 
due to optics and moving parts. 

In the event of a failure to form an acceptable imag a 
of a fingerprint the specification of U.S. Pat&it Na 
4.947,443 disdoses a series of indicator fights which 
give the user a simple go or no-go indication of the 
acceptabtDty of the fingerprint scanning. 

TTie specification of US. Patent Nol 4.353,056 dis- 
doses another ^^proach to censing a live fmgerprint 

The spedfication of USl Patent Ma 5.325.442 dis- 
doses a fingerprint sensor including a plurality of sens- 
ing electrodes. Active addressirrg of the sensing 
electrodes is made possxbie by the provision of a switch- 
ing device associated with each sorting electroda 

An object in firigerprinl sensing and matching for 
identification and verification are desirable and may pre- 
vent unauthorized use of computer mrkstatlons. appli- 
ances, vehicles, and conficemial data. 

An otqect of die present irrverrtion is to provide a fin- 
gerprint sensor and rdated methods for accurately 
sensing a fingerprint andwhich sensor is rugged, com- 
pact reliable and reiairvdy inexper^e. 

Advantageously, a fingerprint sensor comprising an 
array of electric field sensing electrodes, a dielectric 



t 899 A2 2 

layer on the electric field sensing electrodes with the 
dielectric layer for receiving a finger adjacent thereto, 
and drive means for applying an elearic field drive sig- 
nal to the electric field sensing electrodes and adjacent 

5 portions of the finger so that the elearic field sensing 
electrodes produce a fingerprint image output signal. 
Accordingly, the many shortcomings and disadvarrtages 
of prior art optical sensors are thus overcome, as the 
sensor in accordance with the present invention may be 

,0 readily made to be rugged, compact, relatively low cost, 
and accurate. 

In one embodiment the drive means preferably 
comprises coherent drive means for driving The array 
vrtth a coherent signal, iwiore particularty. the coherent 

15 drive means may include a drive electrode adjacent ihe 
electric field sensing electrodes, a second dielectric 
layer between the drive electrode and the electric field 
sensing electrodes, and a drive circuit for powering the 
drive electrode to generate the coherent electric field 

2D drive signal with a predetermined frequency. The sen- 
sor also preferably includes a finger electrode posi- 
tioned adjacent the dielectric layer for contact with the 
finger. 

Another important embodiment and aspect of the 

2S invention iru:Iudes a respective shield electrode associ- 
5tg3 wtth Bach of the el B cti i c field-sensing electrodes for 
shielding each electric field sensing electrode from 
adjacent sensing electrodes. Each shield electrode may 
be provided by an electrically conductive layer sur- 

30 rounding a respective sensing electrode wrth a dielectric 
layer there betv^feen. 

The present invention advantageously includes 
dynamic contrast enhancing means operatively con- 
nected to the electric field sensing electrodes and within 

35 the integrated circuit of the ser^sor for dynamicany 
er^ncing contra^ and uniformity of the fingerprint 
image output signal. 

The dynamic contrast enhancing means may be 
provided by a capacitor matrix operatively conneaed to 

40 the elearic field sensing electrodes, and an alternating 
current (AC) capacitor matrix drive means for driving the 
capacitor matrix In addition, the AC capadtor matrix 
drive means may be provided, in part, by the synchro- 
nous demodulator described above. The dynamic con- 

45 trast enhancing means may also comprise a resistor 
array or matrix operatively connected to the electric field 
sensing electrodes^ 

The fingerprint sensor may desirably be imp<e- 
mented using semiconductor processing techniques 

so and wherein the upper dielectric layer, upon which the 
finger is placed, is an upper exposed portion of the sem- 
iconducior ch^* containing the sensing and drive elec- 
trodes, as well as associated active electronic ciraiitry. 
In particular, an amplifier may be operatively connected 

ss to each electric field sensing electrode, and muhlplenng 
mears provided for sal actively reding each of the elec- 
tric field sensing electrodes, Tne sensor may also pref- 
erably include package means in one embodiment for 
enclosing the substrate, the active semiconductor layer. 
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me electric field sensing electrodes, and the dielectric 
layer. The package means preferably has an opening 
therethrough in registry with ihe dielectric layer. 

The present invention includes a fingerprint sensor 
comprising: ^ 

an array of electric field sensing electrodes; 
a dielectric layer on said electric field sensing elec- 
trodes, said dielectric layer for receiving a finger 
ac5acent thereto; and 

conerent drive means for applying a coherent elec- 
tric field drive signal to said electric field sensing 
electrodes and adjacent portions of the finger so 
that said electric field sensing electrodes produce a 
fingerprint image output signaJ. 

The invention also includes a method for sensing a 
fingerprirt and generating a fingerprint image output 
signal, the method corrprising the steps of; 

so 

providing an array of electric field sensing elec- 
trodes with a dlslactric layer on said electric field 
sensing electrodes for receiving a finger adjacent 
thereto: and 

applying a coherent electric field drive signal to said 2S 
electric field sensing electrodes and adjacent por- 
tions of the finger so that said electric field sensing 
electrodes produce e fingerprint image outpLft sig- 
nal. inclLjdlng ttie step of shielding said electric field 
sensng electrodes by*, positioning a respective 3^ 
shield electrode surrounding each of said electric 
field sensing electrodes to shield each electric field 
sensing electrode trcsn adjacent electnc field sens- 
ing electrodes. 

35 

Conveniently, the fingefprim sensor may internee 
with the computer processor so thai the electronics 
associated vwcth the sensor may be simpltf'ied. Thus, the 
computer processor preferatsly comprises access con- 
trol means lor permitting operation of the computer «> 
workstation only iqpon determining a match between a 
fmgerprirrt sensed by the protectively irxjurrted finger- 
print sensor and an authorixed reference fingerprint 
The fingerprint sensor may be the electric field finger- 
print sensor descrfced herein or other sensors may be 4C 
used. 

The invention wiD now be described, by way of 
example, with ref^'snce to the accorrpanying drawings 
in which: 

60 

FIG. 1 is a schematic diagram of the fingerprint 

sensor in combination with a notebook computer: 

FIG. 2 is a schen^fic diagram of the fingerprint 

sensor in combnation vnth a corrqauter workstation 

and associated informat'on processing corrpvrter ss 

and local area network (LAN): 

FIG. 3 is a schematic perspective view of an 

embodiment of a fingerprint sensor in: 

FIG. 4 is a schematic pkffi view of a portion of the 



sensor and an overlying fingerprint panern with a 
portion thereof greatly enlarged tor darity of illustra- 
tion; 

FiG. 5 is a greatly enlarged plan view of a ponion of 
the fingerprint sensor with the upper dielectric layer 
removed; 

FIG. 6 fe a schematic perfective view of a porfion 
of the fingerprint sensor; 

FIG. 7 is a schematic fragmentary view of a portion 
of the fingerprint sensor: 

FIG, 8 is a schematic side view, partially in section. 

illustrating the electric fields: 

FIG. 9 is a schematic circuit diagram of a portion of 

the lingerprint sensor; 

FIG. 10 is an enlarged schematic side view, par- 
tially in section, further illustraiing the electric fields: 
FIG. n is a schematic block diagram of the finger- 
print sensor and associated circuitry in one embod- 
iment; 

FIG. 12 is a schematic block diagram of the finger- 
print sensor and associated • circuitry in another ' 
embodiment: 

FIG. 13 is a schematic block diagram of an embod- 
iment of a sensor circuit: 

FIG. 14. is a schematic bock diagram of another 

embodiment of a sensor circiifc 

FIG. 1 5 is a schematic block diagram illustrating a 

plurality of sensor units: 

FIG. IS is a schematic block diagram of an enotsod- 
iment ot a portion of the signal processirig tor the 
fingerprint sensor; 

RG. 17 is a scherhatic block diagram of another 
embodiment of a portion of the signal processing, 
for the fingerprint sensor: 

RG. 1 8 is a schematic block diagram of yet another 
emtiodiment of signal processing drcuitiy for the 
fingerprint sensor; 

FIG. 19 is a schematic circuit d'agram of yet 
another embodiment of a portion of the signal 
procesang for the fingerprint sensor; 
FIG. 20 is a schematic circuit diagram of yet 
another embocfiment of a portion of the signal 
processing for the fingerprint sensor illustrating a 
resistor matrix for dynamic contrast enhancement: 
FIG. 21 is a schematic drcuit diagram of yet 
another embodiment of a portion of the signal 
processing for the fingerprint sensor illustrating a 
capacitor matrix implementation for dynamic con- 
trast enhancement; 

FIG. 22 is a schematic block diagram of an embod- 
iment of the fingerprint sensor package: 
FIG. 23 is a scnemaetic diagram of another embodi- 
ment of the fingerprint sensor package: 
FIG. 24 is* a schsnatic block diagram of another 
aspect of the sensor for illustraiing near real-tirrie 
positioning feecflaack of finger placement: 
RG. 25 is a schematic perspective diagram of a 
computer illustrating near reaJ-iime po^lioning 
feedbadc of finger placement 
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FIG. 26 is a schematic perspect'ive diagram of a f in- 
gerprint sensor including indicators for illustrating 
near real-ttme positioning feedback of finger place* 
ment. 

Referring \o FiGS. v3, the fingerprint sensor 30 
includes a housing or package 5l, a dielectric layer 52 
exposed on an upper surface of the package which pro- 
vides a placement surface for the finger, and a plurality 
of signal conductors 53. A conductive svp or electrode 
54 around the periphery of the dielectric layer SZ also 
provides a contact electrode for the finger as described 
in greater detail below. The sensor 30 may provide out- 
put signals in a range of sophistication levels depending 
on the level of processing. 

The fingerprint sensor 30 is used for personal iden- 
tificatipn or verification purposes. For example, the sen- 
sor 30 may be used to permrt access to a computer 
workstation, such as a not^ok computer 35 including 
a keyboard 36 and associated folding display screen 37 
(FIG. 1). In other words, user access to the information 
and programs of the notebook computer 35 may only be 
granted if the desired fingerprint first sensed. 

The sensor 30 may be used to grant or deny access 
to a fixed wortelation 41 for a computer information sys- 
tem 40. The system may include a pluraOty cf such 
workstations 41 linlted by a local area network (LAN) 
43, which in turn, is linked to a fingerprint identification 
server 43. and an overall central computer 44. 

Referring to FIGS. 4-i 0. the sensor 30 is described 
in greater detail. The sensor 30 includes a plurality off 
Individual pi:xels or sensing elements 30a ananged in 
array pattern as shewn perhaps best in FIGS. 4 and S 
These sensing elements are relatively small so as to be 
capable of sensing Ihe ridges 59 and intervening valleys 
60 of a typical fingerprint (RG. 4). Uve fingerprint read- 
ings as from the electric field sensor 30 may be more 
reliable than optical sensing, because the conduction of 
the skin of a finger in a pattern of ridges and valleys is 
esetremely difticUt to simulata In contrast, an optical 
sensor may be deceived by a readily prepared ^oto- 
graph or other simOar image of a fingerprim. 

The sensor 30 includes a substrate 65. and one or 
more active senrriconductfve layers 66 thereon. A 
ground plane electrode layer 68 is above the actK/e layer 
66 and separated therefrom by an ir«ulat*ng layer 67. A 
drive electrode lays- 71 is pcalioned over another dJe- 
ieczric layer 70 and is connected to an excitation drive 
amplifier 74. The oxdtation drive signal rray be typically 
in the range of about i KHz \o 1 MHz and is cohererttiy 
delivered acxose aJl of the array. Accordingly, the drive or 
exdtat'on electronics are thus relatively uncomplicated 
and the overall cosi of the sensor 30 may be reduced, 
while the reUatrilxly is increased. 

Another insulating layer 76 is on the drive electrode 
layer 71 . and an illustratively circularly shaped sensing 
electrode 7B is on tie Insulating layer 76. The sen^uig 
electrode 78 may be conneaed to sensing electrorwcs 
73 formed in the active layer €6 as schenrtatically illus- 



trated. 

An annularly shaped shield electrode SO surrounds 
the sensing electrode 78 in spaced relation therefrom. 
As would be readily appreciated by those skilled in the 
s aa the sensing electrode 78 and its sunounding shield 
electrode 80 may have other shapes, such as hexago- 
nal, for example, to faciUiate a dose packed arrange- 
ment or array of pixels or sensing elements 30a. The 
shield electrode 80 is an active shield which is driven by 
ic a portion of the output of the amplifier circuit 73 to help 
focus the electric field energy and, moreover, to thereby 
reduce the need to drive adjacent electrodes. Accord- 
ingly, the sensor 30 permits all of the sensing elements 
to be driven by a coherent drive signal in sharp contrast 
ts to prior art sensors which required that each sensing 
electrode be individually driven. 

Refen-ing to FK3S. 8-10. the excitation electrode 71 
generates a first electric field to the sensing electrode 
78 and a second electric field between the sensing eloc- 
sc irode 78 and the surface of the finger 79. over the dis- 
tances d1 and d2. respectively. In other terms, a ftfst 
capacitor 83 (FiG. 9) is defined between the excitation 
elearode 71 and the sensing electrode 73. and a sec- 
ond capacitor 85 is defined between the finger skin 79 
25 and ground. The capacitance of the second capacitor 
85 varies depending on whether the sensing electrode 
78 is adjacent a ridga or valley. Accordingly, the sensor 
30 can be modeled as a capacitive voltage divider. The 
voltage sensed by the unity gain voltage follower or 
so annplifier 73 will change as the distance d2 changes. 

The sensing elements 30a operate at very low cur- . 
rents and at very high impedances. For ©cample, ihe 
output signal from each sensing electrode 78 is desira- 
bly about 5 to TO millivolts to reduce the effects of noise 
35 and permit further processing of Ihe signals. The 
approximats diameter of each sensing element 30a. as 
defined by the outer dimensions of the shield electrode 
80. may be about 0.002 to O.0O5 inches in diameter. 
The esedtation dielectric layer 76 and surface dielectric 
MO layer 54 may desirably have a thickness in the range of 
about 1 \irrL The ground plane electrode 68 shields the 
aahre electronic devices from the excitation electrode 
71. A relatively thick diefectric layer 67 win reduce the 
capacitance between these two structures and thereby 
^ reduce the current needed to drive the excHaton elec- 
trode. The various signal feedthrough conduaors for the 
electrodes 78, 80 to the active electronic drcuitry may 
be readily formed as would be understood by those 
skilled in the art The aiustrated signal polarities may be 
50 readily reversed. 

The overall comad or sensing surface for the sen- 
sor 30 may desirably be about 0.5 by 0.5 inches - a size 
which may be readily manufactured arrd still provide a 
sufTtdently large surface for accursta fingerpte seising 
£5 and iderrtification. The sensor 30 in accordance wtlh the 
inverrtion Is also fairiy tdsBnt of dead pixels or s ensin g 
elements 30a. A typical sensor SO includes an array of 
abotit 256 by 256 pixels or sensor efem«its. although 
other array sixes are also contemplated by the present 
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irtvantion. The sensor 30 rray also be fabricate at one 
time using primarily conventional serraconduaor manu- 
facturing techniques to thereby significantly reduce the 
manufacturing costs. 

FIG. 1 1 refers to functional partitioning of an appa- 
ratus 90 including the fingerprint sensor 30 is described. 
The fingerprint sa^sor apparatus 90 may be configured 
to provide one or more of displacement sensing of the 
fingerprint provide an image present trigger, perform 
anaiog-to-digital conversion, provide full image capture 
and image integrity determination, provide contrast 
enhancement and normalization, and provide image 
binarization. in the illustrated embodimefrt the sensor 
30 is connected to a parallel processor and memory 
array 92, and control processor 93 via the illufitfated 
interface 91. The parallel processor 92 may provide 
ipTage quality and bad block determinations; provide 
edge enhancement and smoothing arxf thinning: gener- 
ate ridge flow veaors, smooth the vectors and generate 
ridge flow characteristics as may be desired for finger- 
prim rrratching: identify the center of the fingerprint: gen- 
erate, smooth and clean curves: and provide minutiae 
identification. The Blustrated control processor 93 may 
provide minutiae registrat'on and matching, minutiae 
storage, generate authorizaSon codes, and communi- 
cate with the host via the Hlustrated interface 94. The 
illustrated local non-volatile memory 95 may also be 
included in the apparatus 90. 

A variation of the apparatus 90 of FIG. 11 is iUus- 
trated by the apparatus 100 of FIG. 12. This embodi- 
ment includes a two chip version of the sensor and 
processing eledrorncs. The apparatus 100 includes a 
ser^r chip 96 and an autherrticator chip 97 connected 
via a local memory bus interface 99. A scan control 
processor 98 is also included in the illustrated embodi- 
ment of FIG. 12, the remairTing functional components 
are the same as in FIG. 1 1 . 

Demodulation and preliminary processing of the 
deteaed signals from the sensor 30 are furrhe- under- 
stood with refer&iee to FIGS. 13 and i4. Both of the 
illustrated circuits 110, 120 desirably use an alternaxSnc 
current exdtalion. In addidon. the amplitude of the volt- 
age on the sensor is proportional to the cfisp'scement of 
the local ground plane, hence, the signal has to be 
demodulated before further use. FIG. 13 illastrates a 
local comparator n2 to allow the control to manage the 
A/D ccrrversion process in parallel. The processor car. 
present a sequence of a reference voltages to an entire 
row or column of pixels or sensor eJamerrts 30a and 
monitor the transitions on the SigO lines. A successive 
approixnriaiion conversion could be implemented, first 
stuping large steps, and than stepping in progressively 
finer steps over a smaller range, as would be readily 
understood by those sWIled in the art The SigO output 
can be a binary bus connection while the SigA output is 
a demodulaied an al o g signal that can be used as part cf 
analog reference voltage generating drcuft. 

The drcuit 1 20 illustrated in RG. 14 has storage to 
do bcelized contrast enhancement for an sensor units 



or pixels simultaneously. The computation can use the 
analog comparator 112 for a decision element. The 
birari2ed output iniage can be shifted out of the binary 
shift registers provided by the illustrated latches 113. 

5 After nately. the output image could by read out as with 
conventional memory array addressing as would be 
readily understood by those skilled in the an. Since the 
drcuit 120 has its own local memory, tt does not need a 
separate sat of buffers to store the pixel data 

10 Variatons in skin conductivity and contamination 
may cause phase shift of the electric field signal. 
Accordingly, the processing electronic drcurts n 0, 120 
of FIGS. 13 and 14 preferably include a synchronous 
demodulator or detector ill so that the overall circuit 

IS has less ser^itivrty to any such variations in conductiv- 
ity. 

InterconnectiOTTS of the sensor units or pixels 3Qa in 
a port'on of an array are schematically illustrated in FIG. 
15. Column data transfer lines 121, row data transfer 

so lines 122, and comparator reference lines 123 are 
shown connected to the array of sensor units 30a. The' 
interconnections may be desirably made in an 3-by-3 
block of sensor units. 

The drcuit 130 of RG. 16 includes a charge cou- 

2S pled device (CCD) shift register 131 which, in turn, 
indudes a (^ral'dy of individual shrft registers 1 35. The 
shift registers 131 function as a tapped delay line to 
tadiitate image signal processing. The registers 135 
feed respective A/D converters 132 operated under 

so control of the illustrated block processor 1 34. The sens- 
ing amplifier outputs are connected to the CCD analog 
shift registers 135. with one shift register per row of pix- 
els. A row of data is then shifted out of the register either 
to an A/D converter 132 which serves as the active con- 

35 version device. Each pixel is converted to an 8 bit digital 
word as it arrives at the converter. The conversion proc- 
ess and the A-to*0 reference voltage ara under oontrol 
of blod< processors, where each block processor may 
oontrol one or more rows, such as, for ecampte, 1 6 rows 

40 per each processor. A limited degree of dynamc con- 
trast compensation can be achieved using data from the 
pre/ious pixel conversion to scale the relerence voltage: 
however, signrficam downstream digital image process- 
ing may still be required, 

45 The circuit 140 of FIG. 17 is similar to that of FIG. 
16- In FIG. 17. a comparator 141 operates urxjer control 
of the illustrated block processor 134 to provide the 
image output signals. 

FIG. 18 depicts another aspect of the signal 

so processing configurations. This circurt embodiment 150 
is similar to that embodiment iilusirated in FIG. 1 1 and 
descrbed above. The drcuit 150 of RG. id iOustratively 
indudes a 16-by-16 an-ay of s@isar units or image cells 
30b selectively addressed and read by the illustrated 

ss row select data input muifiplexor 1 51 . column select bus 
drivers 153, and comparator reference voita^e dividars 
152, Once an irhage has been captured from the elec- 
tric field sensing electrodes and digitized, fingerprint 
features can be extracted from the imaga FIG. 18 illus- 
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traies a high lev/el view of a sensor connected to a bank 
of digital signal processors 92. A 1 28 x 123 pixel array, 
in mis instance, has been partitioned into a IS x 16 
array of image cells 30b. wherein each irrage cell is 
formed of an 8 x S pixe! array 5 

Each image cell 30b has a single conpsrator refer- 
ence line thai services the entire ceB. Whan a cell 30b 
is being scanned, one of the parallel processors rnan- 
ages the reference voltage for that cell 30b and records 
the digitized ^gnals for all of the sensors in that ceil. ic 
During the process of scanning the sensors in the cell 
30b, the processor can simultaneously correlale the 
data from ihe ceD to generate a preliminary estimate of 
the ridge flow oirection in thai cdl. in the illusirated 
errtoodiment. a corrtrol processor 93 manages the sen- iS 
sor signal scanning and digitization, and supervises a 
bank of parallel processors 92 that perform feature 
extraction and matching functions. 

Turning to FiG. 19, a 4 x 4 processor rratrk circuit 
180, such as might be used for a pipeline style imple- so 
mentation of the fingerprint rninutiae processing, is illus- 
trated. The circuit 180 indudes an array cf processors 
184, a sensor array input/output portico 181. a non-vcl- 
atile memory inrerface 132. and the illusirated muiti- 
processor array dock and cortirol unit 182. The tilus- 25 
trated circuit 180 nnay be used to Identify and locate the 
fingerprint's unique minutiae to determine a match 
between a served fingerprint and one of a plurality d 
reference fingerprints. The processors iS4 may match 
ihe minutiae against a set of previously stored reference 30 
minuiia. to complete the identification process. VVhen a 
positive identification has been made, for example, the 
circuit 180 may notify an external processor by sending 
an appropriately encrypted message over a host pro- 
cessor interlace 

There is a general need to ensure sufficient con- 
trast between the ridges and valleys of the fingerprint 
over the entire area of the fingerprint The circuit 1 60 of 
FIG. 20 schematically mustraies a resistive network or 
matrix 161 including a pluratiiy of imerconnected resis- 
tas 162 for providing dynamic contrast enhancement 
for the array of pxeis SOa. The effea of ac^acent pixels 
is used to normalize the output of each pijcei and whQe 
providing sufficient cornrast The drcuit includes a pair 
of amplifiers 163. 164 for providing the enhanced con- 
trast output signals. 

Each pixel's value is deter rrsined by comparing ths 
sensor signs} to a reference signal ^t sums the bkadc 
reference agnal with a weigtited average of the signass 
from all d the sensors in the immediate area. The 
square resistive grid or matrix provides The necessary 
weighted average to each of the pixel comparators 
simuttaneously. The global block reference Gne 165 is 
preferably driven with a siarcase waveform while the 
corrparatcr outputs are monitored for chiange of stata 
Each pix^s gray-sca)e value may be determined by 
noting which step of the staircase causes tfiat pixefs 
comparator to change state. 

A variation for dynamic contrast enhancement Is 



unoerstood with reference to the circuit 170 of FIG. 21. 
Dynamic contrast enhancement can also be imple- 
memed by an array 172 of capacitors 171 interconnect- 
ing the pixel nodes 1 74. In this embodiment the array 
172 receives an alternating current signal derived from 
the synchronous demodulator 175 described in greater 
detail atDove- The capacitors 171 serve as an AC imped- 
ance network distributing and averaging the AC signals 
in a fashion analogous to the behavior of the resistive 
network 161 (FIG. 20) for DC signals. In the AC cornrast 
enhancing circuit 170. the lowpass filtering that in other 
embodiments may be part of the demodulator circuit, is 
moved to the comparator 177 circuit p onion. The capac- 
itor array 172 is readily implemented using cortventional 
semiconductor processing techniques and may offer an 
advantage of relatively small size as compared to the 
resistor array implementation described above. 

The resistive matrix circuit 160 and capadior matrix 
circuit 170 may provide weighting for Image contrast 
enhancement. An alternative is to conduct such 
enhancement via downstream software which may take 
a relatively long time to fully process. Accordingly, the 
resistor matrix and capacitor matrix arrangament may 
provide greater overall processing speed. In addition, 
such pr elimir^ry processing ai the sensor 30 may allow 
relsxaiion of A/D conversion from an 8 bit AD convener 
to a 1 bit converter in some embodiments, while still pro- 
viding high speed and at a relatively low cost. For exam- 
ple, processing of the fingerpririt image and 
determination of a match may desirably take only sev- 
eral seconds for certain applications to avoid user frus- 
tration. 

Referring to FIG. 22,. the sensor 30 may be con- 
tained within a secure sensor package 190. The sensor 
30 is desirably mounted to prevent fle^dng or shifting 
which may stress the chip or its electrical connections. 
More particularly, the overall package may include a 
tamper resistairt housing 191 as would be readily 
understood by those skilled in the art For example, the 
housing i9i may be formed of a hard plastic material or 
metal that is strong and resistant to cutting, abrading or 
sawing. Alter naiely, the housing i9i may be a material 
which crumbles and destroys its intemai circuit compo- 
nents if cutting, dissolution, or other forms of entry are 
attempted. 

The sensor package 190 also includes the illus- 
trated substrate 135. processor 192, destructible mem- 
ory 195. and encrypted output circuit 194. More 
particularly, the encrypted output circuit 194 provides an 
output signal that can only be decrypted by the intended 
downstream device. Such encryption techniques will be 
readily understood by those skilled in the art and may 
include the use of various keys, passuvords. codes, etc. 
The spedfications of U.S. Patent Nos. 4,140.272: 
5.337.357: 4.993.068 and 5.436.972 each disclose var- 
ious approaches to encryption. 

The output of the sensor package 190 may be com- 
municated to associated downstream decryption equp- 
ment via electricaOy conductive leads or pins, or may be 
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inductrvBly or opticaUy coupled to associated equip- 
m«n. Bectrical or other types of protection may be pro- 
vided on the encrypted ouput portion to ensure that 
data, such as a database of fingerprints stored on the 
memory 193. is not readily readable by external con- 
nections and/or signal manipulations. 

The sensor 30 and processor 192 may be config- 
ured to provide any of a range of integral sensor 
procsssing features. Fbr example, the encrypted output 
may be a raw image, a r»ocessed image, fingerprint 
minutiae data, a yes/no match indication, or personal 
identification and digital signature keys. 

The illusrraied sensor package 190 aJso includes a 
bead i96 of sealing material at the interface between 
the upper dielearic layer 52 of the sensor 30 and the 
adjacent portions of the housing 191. Other sealing 
arrangements are also contemplated by the present 
invention, for desirably providing a fluid tight seal at the 
interface betiveen the exposed t4Dper dielectric layer 
and the adjacent housing portions. !n addrtSon, a clean- 
ing liquid may be used to routinely dean the windcw 
and reduce the contamination thereof. Since various 
alcohols, such as Isopropyl alcohol are likely to be used 
as cleaning soiutione. the housing 191 and sealing bead 
196 are de^rably resistant to such chenncaJs: 

Turning to FIG. 23 another sensor package 220 is 
illustrated, and the problems and solutions with respect 
to an irrtegrated circuit package are discussed. A finger- 
print sensor integrated circuit presents a special pack- 
aging dlffcutty since it has to be touched by the finger 
being scanned- The main contaminants of cortcem are 
sodium and the other alkaline metals. These contami- 
nants may cause mobile ions in the SiOg layers that are 
typically used to passrvate the integrated circuit The 
resulting oxide charge degrades device characteristics 
espedaily in MOS technology. 

One conventional approach to controlling mobile 
ionic contamination uses hermetic packaging with a 
phosphorus-doped passivation layer over tfae integrated 
circuit The phosphorus doping reduces contaminant 
mobifny by trapping mechanisms. Plastic packaging has 
now become more widespread, and a silicon nitride 
pas^valion layer may be used with the plastic packag- 
ing. Snicon nitride may greaUy reduce the pemneabinty 
to contaminants to permit direct contact between the 
finger of the user and the integrated circurL Accordingly, 
siPicon nitride rrtay preferably be used as a passivation 
layer of ttie fingerprint sensor. 

A fingerprint sensor as in ihs preset invention also 
raises several unique packaging requirements includ- 
ing: the package needs to be open to enable fmger-to- 
sensor die corrtect: the package should be physically 
strong in order to wth^and rough use; the package and 
die should be able to withstand r^ eat e d cleaning with 
detergent and/br disinfectant solut ion s, and including 
scnmbing; the die shouW be able to withstand contact 
with a wde variety of organic and inorganic comaiiu- 
nants. and shouid be able to withstand abrasion; and 
ftraDy ihe pactege should be r^a«ve)y inexpensive. 



The illustrated package 220 of FKa. 23 addresses 
these packaging issues. The package 220 includes an 
integrated drcuit die 221 mounted on a metal paddle 
222 that is connected to the leadframe 223 during injec- 
5 tion molding of the surrounding plastic material l91 of 
the package. Conneclicns are made by bond wires 227 
and the lead frame 223 lo the outwardly extending leads 
228 as wouJd be readily understood by those sk3lGd in 
the art. The upper surface of the plastic housing 191 
to includes an integrally molded opening 52 wfiich permits 
contact to the die 221. The adhesion between the plas- 
tic molding compound and the adjacent upper surface 
portions of the die aeates a seal in this illustrated 
embodiment Accordingly, no separate sealing com- 
fs pound or rnanufacturing step may be needed. 

The irttegrated drcuit die 221 may also irx:lude a 
passivation layer 224 of silicon nitride for reasons high- 
lighted above. In addition, as shown in the DIustrated 
sensor package 220. the die 221 rhay be provided with 
20 a second protective coating 225. Each of the coatings 
224. 225 are desirably relatively thin, such as on the 
order of about a micrometer, in order to retain sensor 
sensitivriiy. The outer coaling 225 may an organic 
material, such as polyimide or PTFE (Teflon^) whidi 
25 yiekis advantages in wear resistance and physical pro- 
tecfjoru Inorganic coatings, such as silioon cartule or 
amorphous diamond, may also be used for the outer 
layer 225 and may greatly enhance wear resistance, 
especially to abrasive particles In addition, the material 
30 of the protective die coating 225 is preferably compati- 
ble vyrith standard IC pattern definition methods In order 
to enable bond pad etching, for example. 

The bond pads on the integrated circuit die 221 may 
be provided by aluminum. Another pertiaps more pref- 
3S erable approach seals the pads with a gold plug, as may 
be applied by electmpiating. In order to reduce the 
height created by the looped bond vwres 227, the die 
221 may be directly flip-chip bonded in another embod- 
iment of the invsmion. not shown. The sensor package 
40 220 in other embodiments may be manufactured using 
tape automated bonding techniques. 

Returning to FIG. 22, yet another aspea ol the sen- 
sor package 190 is that the memory 198 and/or other 
integrated circuit components may be made to destruct 
45 or be rendered secure upon breach of the housing 191 . 
for example. A coating 193 of material may be applied to 
the integrated circuit die(s} that causes destruction of 
the die if the coating is dissolved away as woukj be 
readily understood by those skilled in the art The mem- 
so ory 193 may also self-destruct or empty its contents 
upon exposure to light or upon removal of a sustaining 
electrical cunent Those of skill in the art win rea^ 
appreciate other approaches to ensuring the integrity of 
the data and processing capacities of the senses pack- 
ss age 190. Acosrdlngly. the present invenfon provides 
thafi sanative data, such as a database of authorized 
fingerprints, enoTption keys, or authorizHtjon codes, 
are not reatfiy stolen from the serisor package 19a In 
ad^tion, aHhou^ the sensor package idO may desira- 
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Wy incorporaie the electrical field sensor 30. 

The various embodiments of the sensor 30 and its 
assodated processing drcuitry may implement ary o1 a 
number of convsrrtional fingerprint matching algorithms. 
Rngerprint minutiae, that is. the branches or bifurca- 
tions and end points of the fingerprint ridges, are often 
used to deterrrtne a match between a sample print and 
a reference print database. Such minutiae matching 
may be readHy Implemented by the processing circuitry 
of the present invention as would be readily understDod 
by Uiose skilled in the art The specrficaiions in U.S. Pat- 
ent Nos. 3.S59.633 and 3.S93.080 are directed to fin- 
gerprint identification based upon fingerprtnt minutiae 
matching. The specification of U.S. Patent Na 
4.151.512 describes a fingerprint classification melhod 
using extraaed ridge contour data. The spectfication of 
U.S. Patent No. 4.185.270 disdoses a process for 
encoding and verification also based upon minutiae. 
The specincatjon of U.S. Patent No. 5,040.224 dis- 
closes an approach to preprocessing fingerprints to cor- 
rectly determine a position of the core of each 
Fingerprint image for later matching by minutiae pat- 
terns. 

Because of the relatively fast and efTisient process- 
ing of a fingerprint image proNrided by above idendfied 
sensor 30 and assodated drcuitry of the invenSon. the 
user may be provided with nearly reaJ-time feedlscfc 
regarding positioning of his finger on a fingerprint sen- 
sor, such as the illustrated electric field sensor 30. 
Accordingly^ the user may quickly and accurately repo- 
sition his firiger. have his identification accurate(y deier- 
mined, and promptly move forward with the intended 
task In the past only a simple go or no-go indication has 
been described for a user as in the speciftcation of US. 
Patent Na 4,947,443 and with such an indication most 
likely taking a relatively long time. Unless such an indi- 
cation can be given within several seconds, user frustra- 
tion is lB<ely to rise dramaticaBy with any further passage 
of time. Moreover, a simple go/no-go indication may 
only prompt the user io try a^in without any useful 
guidance on what may be causing the no-go indication. 

The apparatus 200 (FIG. 24) iOustrafively indudes a 
f ingerprint sensor 30 operatively connected to an image 
processor 201 . Along the lines as discussed above, the 
image processor 201 may Include the tapped delay line 
or other functional center point calculator 202 for deter- 
mining a center point from the sensed fingerprint as will 
ba readily appreciated by those skated in the art The 
location of the centar poirrt relative to a predetermined 
reference center point may be determined and an indi- 
cation given the ussr via a position indicator 203. The 
image may also be further analyzed, and if the applied 
finger pressure is too great or too.IrtUe, such an indica- 
tion may also be given to the user. Aca)rding!y, potential 
user frustration may be significantly reducedL A need to 
dean the sensor may also be effeciiv^ communicatsd 
to the user if repositioning and/or pressure changes are 
ineffective, such as after a predetermined number of 
atien^TS. 



Turning to FIG. 25. a practical implementatton of the 
po^on feedback senshg and indicaiion is furdier 
described as applied in a conputer workstation, such 
as the illustrated notebook conputer 35 of the type 
5 including a keyboard 3S and display 37. 

The fingerprint sensor 30 receves the finger of the 
user. The processor of the computer in cooperation with 
the fingerprint sensor 30 generates a display of the fin- 
gerprint image 206 along with its center point 205 on an 
10 image of a window 207 on the display 37. The display 
also includes a target center point 208 to assist the user 
is repositioning h'ls finger for an accurate reading. 

In addition to the visual image indication, a further 
irxlicalion may be given by display of the words •'move 
75 upward* and 'move left* along with the illustrated asso- 
ciated directional arrows. An indjcation may also be 
given concerning a desired pressure, such as the illus- 
trated words Vicrease pressure". 

Yet another variafion of the feedback and pressure 
20 indicatior^s may be in the form of synthetically gener- 
atod speech messages issued from a speaker 39 
mounted within the housing of the computer. For exam- 
ple, the generated voice messages itlustrativety include 
an annunciation to "move finger up and to the leff and 
25 "increase finger pressure". 

Stin ancth^ embodiment of finger position feed- 
back sensing and indication is understood with further 
reference to the apparatus 210 of FIG. 26. In this 
embodiment the sensor 30 is used to operate an 
30 access controller 211 which, in turn, may operate a 
door, for example, to permit a properly identified user to 
enter. Simple visual indications in the form of LEOs 21 2, 

213 for up and down motion, and left and right motion, 
respectively, may be provided to indicate to the user the 

OS proper positioning or repositioning of his finger. The 
Qlustraied embodiment also includes a plurality of UEOs 

214 for indication of pressure. 

A ftngeiprint sensor includes an array of electric 
field sensing electrodes, a dielectric layer on tne sens- 

40 ing electrodes mth the dielectric layer tor receiving a fin- 
ger adjacent thereto, a driver for applying an electric 
field drive signal to the sensing electrodes and adjacent 
portions of the finger so that the sensing electrode pro- 
duce a fingerprint image Output signal, the driver pro- 

<5 vides a coherent drive signal tor the array. A respective 
shield electrode is associated with each of the electric 
field sensing electrodes for shieldng each electric field 
sensing electrode from adjacent sensing electrodes. 
Each shield elecvode ts actively driven for further 

so shielding. The fingerprint sensor includes a synchro- 
nous demodulator and contrast enhancer lor more 
accurate output image signals. 

Clams 

1- A fntgerprirn sensor co nipi isii i g : 

an array of electric field sensing electrodes: 
a dielectric layer on said electric field sensing 
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electrodes, saai cfi^ectric layer for receivirg a 
finger adpcent thereto: and 
coherent drive mearts tor applying a coherent 
electric field drive signal to said electric field 
sensing electrodes and adjacent portions of 
the finger so that said electric field sensing 
electrodes produce a fingerprint image biitput 
signal. 

A fingerprint sensor as claimed in Qaim 1 v»fhereln 
said coherent drive means conpnses: 

a drive electrode adjacent said electric field 
sensing electrodes: 

a second dielectric layer between said drive 
electrode and said electric field sensing elec- 
trodes; 

a drive drcurt for powering said drive electrode 
to generate the coherent electric field drive sig- 
nal having a. predetermined frequency, and a 
finger electrode positioned adjacent said die- 
lectric Isyer for contact MRth the finger. 

A fingerprint sensor as claimed in Claim i or 2 
wherein a respective shi^ electrode assodated 
with each of said electric field sen^ng electrodes 
for shielding each electric field sensing electrode 
from adjacent sensing dectrodes. and each shield 
electrode comprises an electrically conducfive layer 
surrounding a respective electric field sensing elec- 
trode with a dielectric layer therebetween, with an 
active shield driving means for actively cfriving each 
of said shield electrodes, preferably said active 
shield driving means comprising an arrplHler oper- 
atxvely connected to each electric field sensing 
electrode and its assodated shield electrode for 
actively driving the shield electrode with a portion of 
an output signal from said amplifier. 

A fingerprint sensor as claimed in any one of 
Claims 1 to 3 wherein synchronous demodulator 
means operatively corviected to said electric field 
sensing electrodes for synchronously demodulating 
signals therefrom, wHh dynamic contrast enhancing 
means operatively corviecled to said electric fidd 
sensing electrodes for dynamically enhancing corv 
trast and unifornvty of the fingerprint image output 
signal, in which said dynarrac contrast enhancing 
means comprises 

a capacitor matrix operatively connected to 
sa^ electric field sensing electrodes: and 
aftemating current cepiadior iiuUix drive 
means for driving said capadter matrix. 

A fing&print ssisor as daiiriad in any one of 
Claims i to 4 wheron said altemanng cunenl 
capacitor matrix drive means cornpilses a synchro- 
nous demnrlirfatnr. saoj dynan^c contrast enhanc- 
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ing mears comprises a resistor matrix operatively 
connected to said electric field sensing electrodes, 
an amplifier operatively connected to each electric 
field sensing electrode, multiplexing means for 
selectively reading each of said electric field sens- 
ing electrodes, including 

a substrate; and 

an active semiconductor layer on said sut>- 
strate comprising a plurality of semiconductor 
devices operatively connected to sai6 electric 
field sensing electrodes. 

6. A fingerprint sensor as daimed in Claim 5 indudlng 
package means tor enclosing said substrate, said 
active semiconductor layer, said electric field sens- 
ing electrodes, said dielectric layer; in which said 
package means has an opening therethrough in 
registry with said dielectric layer. 

7. A fingerprint sensor comprising: 

an array of electric fietd sensing electrodes: 
a dielectric layer on said electric field sensing 
electrodes, said dielectric layer for receiving a 
finger adjacent thereto: 
a respective shield electrode assodated with 
each of said electric field sensing electrodes for 
shielding each electric field sensing electrode 
from adjacent eiectric field sensing ^ectrodes: 
and 

drive means for applying an electric field drive 
signal to said electric field sensing electrodes 
and adjaoem portions of the finger so that said 
elearic field sensing electrodes produce a fin- 
gerprint image output signal, with each shield 
electrode comprising an electrically conductive 
layer surrounding a respective electric field 
sensing elearode with a dielectric layer there^ 
between, indudlng active shield driving means 
tor actively driving each of said shield elec- 
trodes, in which said active shield driving 
means comprises an ampiifier operatively con- 
nected to each electric lield sensing electrode 
and its associated shield electrode far actively 
driving the shield electrode with a portion of an 
output signal from the amplifier. 

A fingerprint sensor as claimed in Claim 7 wherein 
said drive means comprises: 

a drive electrode adjacem sad electric field 
sensing electrodes: 

a second dielectric layer batween said drive 
electrode and said electric fieki sensing elec- 
trodes: and a drive drcuit for powering said 
drive electrode to generate the electric field 
drive signal having a predetermined frequency, 
a finger aloctrode poeifioned a^acent said c£e- 
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iGctric lays' far contact wiih the finger, a syn- 
chronous demodutetor means cperatively 
cofT»ected to said electric field sensing elec- 
trodes far synchronously demodulating signals 
therefrom, a dynarruc contrast enhancing 5 
means operaih/ely connected to said electric 
field sensing electrodes far dynamically 
enhancing contrasi and unifarrrfity Of the finger- 
print image output signal, with said dynamic 
contrast enharicing means comprising: 10 

a capacitor matrix operativeJy conneaed to 
said electric field sensing electrodes; , 
alternatdig current capacitor matrbc drive 
means for driving said capacitor matrix, is 
said alternating current capacitor matrix 
drive means comprises a synchronous 
demodulator, and said dynamic contrast 
enhancing means comprises a resistor 
matrix operaiively connected to said elec- so 
trie field sensing electrodes. 

9l a fingerprint sensor corrprising: 

asubstrate; 2£ 
an an^ay of electric field sensing electrodes 
adjacent said siA s ti ate : 
a di electric layer on said electric field sensing 
electrodes, said didectric layer for rec&ving a 
finger adjacent thereto; so 
d|rive means for applying an electric field drive 
signal to said electric field sensing electrodes 
and adjacent portfans of the finger so that said 
electric field sensing electrodes produce a fin- 
gerprint image output signal; and as 
contrast enhancing means adjacent said sub- 
strate and operativdy conneaed to said elec- 
tric tieid sensing electrodes for enhancing 
corttrast of the fingerprint image outpu signal, 
said contrast enhancing means comprises 40 
dynamic .contrast ennancing means for dynam- 
ically enhancing contrast and unifarmliy of the 
fingerprim image output signal, said dyramic 
contrast enhancing means comprises: 

^5 

a capadtor matrix operatively connected to 
said electric field sensing electrodes;, and 
aherna^ng current capadtor matrix drive 
means lar driving said capacitor matrix. 
said alternating current capacitor matrix sa 
drive means c omp rises a synchronous 
demodulator, said dynarruc contrast 
enhancing means comprisss a resistor 
matrix operatively connected to said eleo- 
trie field sensing electrodes, in whi^ £? 
drive msarts comprises: 

a drive elearode adjacent said electric 
field sensing decodes: 



a secord dielectric layer between said 
drive electrode and sa^ electric field 
sensing electrodes: and 
a drive circuit for powering said drive 
electrode to generate the electric field 
drive signal having a predetermined 
frequency, and a fmger electrode posi- 
tioned adijacent said dielectric layer for 
contact with the finger. 

1 0. A fingerprint sensor as claimed in Claim 9 induding 
a respective shield elearode associated with each 
of said elecuic field sensing elearodes for shielding 
each electric field sensing electrode from adjacent 
sensing electrodes, acti*^ shield driving means for 
actively driving each of said shield electrodes, syn- 
^ronous demodulator means operatively con- 
nected to said electric field sertsing electrodes for 
synchronously demodulating signals therefrom, 
and package means for enclosing said substrate, 
said electric field sensing electrodes, said contrast 
enhancing means and said dielectric layen and 
wherein said package means has an opening 
therethrough in registry with said dielectric layer. 

11. A computer workstation confprising: 

a housing: 

a computer processor positioned within said 
housing; 

a display operatively connected to said compu- 
ter processor; 

a keytsoard operatively connected to said com- 
pute- processor; arxl 

fingerprirtt sensor means operatively con- 
nected to said computer processor and 
mounted within said housing far protection 
thereby, said fingerprint sensor means com- 
prising a finger sensing surface exposed 
through an opening in said housing; 
said computer processor comprising access 
control means for permitting operation of the 
conputer worl^alion only upon determining a 
match between a fingerprint sensed by said fin- 
gerprint sensor means and an authorized refer- 
ence fingerprint, in which said fingerprint 
sensor means comprises an electric field fin- 
gerprint sensor, including an array of elearfc 
field sensing electrodes, 
a dielectric layer on said electric field sensing 
electrodes, said dielectric layer for receiving a 
finger adjacent thereto; ar«J 
drive means far applying an el«:tric fi^ drive 
sgral to said electric field sen^ng eledrodes 
and ac^acent portions of the finger so that said 
electric field sensing electrodes produce a fin- 
gerprint image output signal. 

12. A conputer work^tion as datmed in Claim 11 
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wherein said drive me^s comprises: 

a drive electrode adjacent said electric field 
sensing electrodes; 

a second dielearic layer between said drive 5 
electrode and said eieciric field sensing elec- 
trodes: 

a coherent drive drcutt tor powering said drive 
electrode to generate a coherent eledric field 
drive signal having a predetermined frequency, ?fl 
a respective shield electrode associated with 
each of said electric field sensing eleanxJesfor 
shielding each electric field sensing electrode 
from adjacent sensing electrodes, aaive shield 
driving means for actively driving each of said is 
shield electrodes, synchronous demodulator 
means operafively connected to said electric 
field sensing electrodes for synchrorKJusly 
demodulating signals therefronn, and dynamic 
contrast enhancing means operativeJy con- eo 
nected to said electric field sensing electrodes 
for dynamScaHy enhandng contrast and uni- 
fornrsty of the Hngerprint inrage output signaL 

13. A method iorsenang a fingerprint and generating a 2S 
fingerpriru irmge ouiput signal, the method com- 
prising the steps of: 

providing an array of electric field sensing elec- 
trodes with a dielectric layer on said electric ac 
field sensing electrodes for receiving a finger 
adjacent thereto: and 

applying a coh^ent electric field drive signal to 
said electric field sensing electrodes and adja- 
cent portions of Ihe finger so that said electric 35 
field sensing electrodes produce a fingerprint 
image output signa). including the step of 
Shielding said electric field sensing electrodes 
by positioning a re^Deciive shield electrode 
surrounding ^ch of said electric field sensing ao 
electrodes to shield each electric field sensing 
electrode from adjacent electric field sensing 
efeorodes. 

14. A method as claimed in Claim 13 including the step ^ 
of actively driving each of said shield electrodes 
with a portion of an output signal from an amplifier 
associated vwth each electric field sensing elec- 
trode, the step of synchronously demodulating sig- 
nals from said electric field sensing electrodes, and so 
the step of dynamic enhancing conUast and uni« 
fbrmity of the fngerprint image output signal. 

15. A method for senang a fingerprint and generaiing a 
fingerprint image output signal, as claimed in ss 
Claims 13 and 14- in wKch the method comprising 
the steps of: 

providing an array of etectricfield sensing elec- 
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trodes with a dielectric layer on said electric 
field sensing dectrodes for recaving a finger 

adjacent thereto; 

applying an electric field drive signal to said 
electric field sensing electrodes and adjacent 
portions of the finger so thai said electric field 
sensing electrodes produce a fingerprint image 
output signal: and 

shielding said electric field sensing electrodes 
by positioning a respeaive shield electrode 
surrourvjing each of said electric field sensing 
electrodes to shield each electric field sensing 
electrode from adjacent sensing electrodes, 
and including the step of actively driving each 
of said shield electrodes with a portion of an 
output signal from an amplifier assodaied with 
each electric field ser\sing electrode. 

B. A method for sensing a fingerprint and generating a 
fingerprint image output signal, the method com- 
prising the steps of: 

- providing an array of electric field sensing elec- 
trodes wHh a dielectric layer on said electric 
field eensang electrodes for receiving a finger 
adjacent thereto and with a switched capadtor 
array operatSvely conneaed to said electric 
field sensing electrodes: 
applying an elearic field drive signal to said 
electric field sensing electrodes and adjacent 
portions of the linger so that said electric field 
sensing electrodes produce a fingerprint image 
output signal; and 

applying an alternating cun'ent drive signal to a 
capacitor matrijc operatively connected to said 
electric field sensing electrodes to thereby 
enhance contrast and uniformity of the finger- 
print image output signal, in which the step of 
applying an aiternaiing current drive signal to 
the capacitor matrix coniprises applying a syn* 
chronously demodulated output of said sensng 
electrodes to the capacitor matrix 
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